Surveying Contextualized Student Data Sharing
Preferences for Educational Al

Frank Stinarl[0009_0000_3152_6281] and Nigel BOSChl[0000—0003—2736—2899]

University of Illinois Urbana—Champaign, Champaign, IL, USA
{fstinar2,pnb}@illinois.edu

Abstract. The integration of artificial intelligence (AI) into educational
systems provides numerous opportunities for personalized learning while
also creating concerns about ethical data usage. This study investigates
students’ perceptions of how educational Al systems should handle aca-
demic, personal, and demographic information. We survey college stu-
dents from the United States (N = 128) to explore their views on per-
missible data types, performance thresholds for using demographics, and
shifts in opinion when personally impacted. We found that most students
reject the usage of political affiliation, yet many still accept using some
sensitive information in models such as demographics (p < .005, 95%
CI [0.763, 0.893]). Personal stakes in the system result in shifts in data-
sharing preferences. Additionally, some individual differences, such as
gender, correlate with willingness to share sensitive information. These
findings emphasize the importance of involving students as stakeholders
to design ethical and equitable educational Al systems.
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1 Introduction

The usage of machine learning and artificial intelligence (AI) systems in edu-
cation has grown significantly over the last decade. These systems provide new
opportunities to enhance learning through such as adaptive tutoring [25] and
intervention design [14]. However, these systems require student data (often vast
amounts) to be effective. This has led to many questions about the ethical and
practical implications of using student data for these systems [31, 36].

Obtaining consent in educational settings has long been an important facet
of Al in education, particularly when it involves decisions that directly affect
students. While teachers, school administrators, and parents are often asked to
provide consent, research suggests that students may be less involved in consent
processes than it seems [34,41]. The lack of student engagement in the con-
sent process raises important questions about students’ agency and autonomy in
these decisions (or even if current informed consent processes can be adequately
transformed to handle large amounts of education data from computer-based
learning [18]).
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In the field of Al in education, there have been many calls to involve students
more in the decision-making process of implementing Al systems into learning
environments [29]. These systems often rely on diverse types of information,
such as gaze data [15], academic data [21], student behaviors [7], or sometimes
demographic information collected from students [28]. However, it is unclear if
students accurately understand how and why their data are collected [18,22].

Recognizing the possible gap in student perspectives, researchers have begun
to query students to understand their concerns with their data being used in
educational systems [24,26,27,40]. However, there remains a need to understand
if student concerns are relative to specific types of data or the group of students
that the data collected could serve.

In this paper, we work to understand the complexity of student data-sharing
concerns by examining students’ general opinions on using sensitive information
within AT models for educational applications given different levels of stakes in
the model decisions. To answer preregistered research questions !, we created
a survey that queried students on their opinions of different types of data that
could be used in educational AI systems given scenarios that are increasingly
related to—or contrasting with—the students’ own self-described identity. By
better understanding the complexity of student opinions, we contribute to a
growing understanding of student opinions on data collection for Al in education.

Research Question 1: How much do students think that machine learning
systems should be aware of their own information? We anticipate that students
will have nuanced opinions regarding the types of data machine learning sys-
tems should utilize. Specifically, we predict that students will generally permit
the use of non-sensitive educational information (e.g., academic performance or
attendance), while finding sensitive demographic-based features, such as ethnic-
ity or gender, less permissible to use. We predict this due to related research
in procedural fairness, wherein certain types of information are more protected
than others [23].

Furthermore, we anticipate the emergence of three distinct groups of students
based on their responses: (i) students who permit no data to be used by machine
learning systems, (ii) students who permit all types of data to be used, and (iii)
students who selectively allow certain types of data and systematically reject
others.

Research Question 2: Do students believe there are performance thresholds in
machine learning systems that justify the use of sensitive features of students?
We expect that the majority of students will agree that there is no level of
improvement within machine learning system performance that would justify
using a student’s own sensitive and demographic information. Our hypothesis
is based on the idea that students will prioritize ethical and privacy concerns
over potential algorithmic gains [6,26, 35]. While students could recognize that
such information could improve machine learning performance, we predict that
they view the trade-off as unacceptable due to concerns about the fairness of the
system, systemic biases, and the possible misuse of sensitive information [16].

! https://osf.io/cms5e
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Research Question 3: When students are given a machine learning model
that impacts their own scores, do their opinions change on what types of features
can be justified? We hypothesize that when a machine learning model directly
impacts a student, that student will change their opinions on what types of
information that model can use. Specifically, we expect students to become more
pragmatic and flexible in their views when a model’s decisions have a direct
impact on their own scores. Due to students having decisions dependent on
model predictions, students may value the performance gains more than their
own ethical concerns. However, we do not anticipate the change in opinions
will be consistent across all participants. We suspect some students will remain
consistent in rejecting the usage of sensitive features due to their own values in
privacy or fairness [35].

Research Question 4: Do individual difference measures between students im-
pact how much data they are willing to give to machine learning algorithms
meant to better education? To explore this question, we examine how the specific
individual differences of students (i.e., political affiliation and ethical ideology)
shape students’ willingness to provide personal and educational information with
machine learning systems. We predict that students’ political leanings will influ-
ence the information they are willing to share. Particularly, we anticipate more
liberally leaning students will be more inclined to permit a wider range of infor-
mation. In contrast, students who self-identify as conservative are predicted to
allow fewer types of information. We expect this because, for example, research
has shown that Republicans in the U.S. have become less willing to share some
of their sensitive information post-COVID-19 [12].

Drawing on Forsyth’s Ethics Position Questionnaire (EPQ), we predict that
ethical positions will influence students’ preferences for information sharing [10].
Specifically, students with higher idealistic tendencies—i.e., students who prior-
itize universally positive outcomes—will exhibit more caution regarding infor-
mation sharing. We expect this since they may perceive fundamental risks or
ethical dilemmas in sharing types of sensitive or demographic information. In
contrast, more relativistic students —i.e., those who view moral decisions as de-
pendent on the context—will be more flexible and pragmatic in their willingness
to share information (especially if there are tangible benefits such as improved
educational outcomes).

2 Background

The integration of machine learning into education has led to debate regarding
the ethical implications and practical limitations of these technologies. We posi-
tion our research within the advent of Al-powered algorithms for education and
ethical concerns of using student data.

Modern educational practices have been shaped by machine learning-powered
educational algorithms. These algorithms have been designed to analyze student
data to improve learning outcomes and personalize instruction [5]. For example,
algorithms have been used to predict student grades [21], mastery [20], or even if
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students are at risk of dropping out [33]. Recent work highlights the potential for
these systems to positively transform education. Sha et al. identified dropout in
Massive Open Online Courses by analyzing student engagement through Hidden
Markov Models [33]. These recent studies emphasize the positive gains possible
from machine learning-driven educational systems.

Alongside improving education, researchers are increasingly concerned with
the ethics of applying these systems in practice as they harness large amounts of,
often sensitive, student data. The use of such algorithms has raised critical ques-
tions about the types of data they should be allowed to utilize. Non-sensitive
academic information such as academic performance or attendance are often
permissible in educational machine learning since they directly relate to the out-
come [2]. However, sensitive demographic features, such as ethnicity, gender, or
socioeconomic status, are more contentious due to concerns about discrimination
and privacy violations (26, 36].

To responsibly use student data, education researchers turned to insights
from related fields such as algorithmic fairness [3] and data anonymization [38,42]
to uphold student protections. For example, researchers have conducted audits
of educational systems to identify bias [43], while others have applied strategies
to mitigate the biases in their systems [4,13,17]|. These efforts emphasize that
ethical considerations must be within the design of educational Al systems.

While applying ethical frameworks and the technical advancements in pro-
tecting student data are integral to safe educational systems, involving a broader
range of stakeholders in the design of these systems is important to ensure that
they are equitable, transparent, and aligned with the values of students and
educators. Considering many countries integrating Al into their education cur-
riculum [1,8], involving stakeholders can build trust in educational technologies
which are closely tied to perceptions of fairness [27]. Recently, Sanusi et al. found
that students, teachers, and policymakers had different conceptions of Al [32].
While there have been multiple studies measuring teachers’ opinions of Al and
contextualizing how teachers and AT ought to interact [9,19,44], understanding
student opinions of Al is in its infancy. In early work thus far, Li et al. deter-
mined that a student’s propensity to consent to educational data usage is based
on trust in the system, concerns regarding personal data use, and understanding
of the perceived usefulness of their data [24]. Nazaretsky et al. also measured
student trust in adopting Al-powered educational technology [27].

Alongside student trust in Al, research has begun in dissecting the opinions
students have about the types of data that are collected in educational technolo-
gies [40]. We further study the nuance students have in permitting different data
types in educational Al systems by examining if students are consistent in their
responses given different levels of stakes in the system.

3 Method

Our study utilized a randomized experimental design to investigate students’
perceptions of fair artificial intelligence practices in educational settings. Stu-
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dents completed an online survey to measure individual differences, ethical be-
liefs, and general perceptions of machine learning systems for education.

We recruited participants through Prolific, an online recruitment platform
with excellent data quality and participant selection capabilities [30]. To be
eligible for our study, participants needed to be students currently enrolled in a
college or university within the United States. We collected 135 student responses
through Prolific, with each student compensated $11.25 USD upon completion.
Seven responses were removed due to incorrect responses on attention checks
within the study, resulting in a final sample of 128 students.

Students first completed a background survey to measure demographics and
individual difference measures (i.e., race, gender, age, university, and politi-
cal affiliation) and ethical ideology (from Forsyth’s Ethics Position Question-
naire [10]). Students provided open-ended responses about their gender and race.
Questions at later stages of the survey were adapted based on students’ responses
to the background survey questions. Throughout the remainder of the survey,
the students were introduced to various hypothetical educational AI scenarios.
We measured Likert-type responses and yes/no measures to understand the stu-
dents’ perceptions of how much machine learning systems should be aware of
their own self (in terms of potentially personal characteristics) and the students’
own opinions on how much demographic information is permissible in machine
learning models for education.

Two of the questions were tailored to students’ own responses. That is, we
manipulated a variable to provide students with questions that were about in-
dividuals within their own demographic group membership, and outside of their
group membership. This approach was designed to examine how in-group and
out-group dynamics influence students’ responses. This is based on prior research
showing that individuals exhibit biases when engaging with content related to
their own identities [39]. These questions asked students to choose between three
options for a machine learning-driven educational tutor. Each option is given be-
low:

— Tutor 1: This tutor improves student scores by two letter grades on average
by automatically adapting its feedback based on data on grades, age, family
income, race, and gender.

— Tutor 2: This tutor improves student scores by one letter grade on average by
automatically adapting its feedback based on performance in other classes.

— Tutor 8: This tutor improves student scores by half of one letter grade on
average. This tutor doesn’t use any other data from the students. The tutor
gives each student the same feedback.

To ensure that we measured comprehension without the influence of prior
knowledge or any real-world biases, the last section of the survey involved a short
quiz based on a nonsense, Seussian world. Furthermore, we informed the students
that they would finish the participation early if they performed well on the quiz
to motivate the students to do well on the quiz. Before the quiz, Students were
instructed to determine which types of information educational Al systems could



6 F. Stinar and N. Bosch

use (i.e., the individual’s past grades, past grades of other students, demographic
information, political affiliation, and information regarding time spent during the
learning session). Then, after the quiz, students were instructed that the quiz
would be graded based on the types of information they allowed to be used by
educational Al systems and they were prompted to again determine which types
of information educational Al systems could use. However, student quiz answers
were simply graded based on accuracy, and those who failed to score at least
50% on the quiz were given an extra question at the end of the survey about
using student data in educational systems.

Thus, our study consisted of a five-question introductory survey, followed by
the EPQ [10], and 12 items on student opinions on data usage in educational
machine learning systems.

3.1 Data Analysis

The data collected was analyzed with parallel factor analysis, significance tests,
Kruskall-Wallis tests, Wilcoxon tests, and Mann—Whitney tests.

The data consisted of a diverse set of students, including 79 men, and 49
women, and race/ethnicity responses including white (49), Black (40), Asian
(14), Latinx or Hispanic (14), and multiracial (11). Our students were less di-
verse in terms of their responses to the EPQ [10], where 90 students were con-
sidered more idealistic than relativistic, 34 were more relativistic, and 4 students
were equally idealistic and relativistic. By splitting the responses of the political
ideology scale into three ranges, we had 72 students identify as liberal, 28 iden-
tify as conservative, and 28 self-identified as independent (not leaning liberal or
conservative).

For RQ1, how much do students think that machine learning systems should be
aware of their own information, we conducted an exploratory factor analysis on
the questions referenced in Table 1 to determine which questions map onto which
constructs from our survey. We used parallel factor analysis (Figure 1) and found
three distinct factors. The first factor (F1), consisting of items related to levels of
information allowed to improve educational models, measures a student’s opinion
on the types of information that are permissible within educational AI support.
The second factor (F2) includes the intergroup and intragroup items; thus, F2
measures students’ opinions on group-specific modeling outcomes impacting the
information that can be used in Al support. Finally, the last factor (F3) includes
the three items that ask if there is any increase in accuracy that justifies the
usage of certain types of information (one item, aip5 is not included due to low
loadings onto each of the three factors). Thus, the F3 factor measures if a student
feels that there is a level of support that justifies using certain types of sensitive
information.

For RQ2, do students believe there are performance thresholds in machine
learning systems that justify the use of sensitive features of students, we per-
formed Z-tests to determine if students believed different types of features should
be treated differently in terms of use. We specifically looked at the questions,
ai_added 1, ai added 2, and ai_added 3, because these questions each ask
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Table 1. A brief table summarizing the 12 survey items. aip6 and aip7 have a manip-
ulated variable based on the students’ reported gender.

Item

Description

Type

aipl

aip2

aip3

aip4

aipb

aipb

aip7

ai_added 1

ai_added 2

ai_added 3

pre LS
post LS

Indicate how much you agree with the following statement. It
is ethical to provide students with support that is determined
by artificial intelligence algorithms.

Indicate how much you agree with the following statement.
It is ethical to use information about past academic perfor-
mance for each student.

Indicate how much you agree with the following statement.
It is ethical to use information about each student’s demo-
graphics.

Imagine your school wants to improve the grades of students
in math courses. Your school currently has a bias in math
scores where women have historically received worse scores
on math exams. To improve this the school developed an
artificial intelligence algorithm that helped by automatically
scoring tests, partly based on demographic features of each
student. It is ethical to include demographic information in
this case.

There is an artificial intelligence algorithm that can predict
a student’s grades after their first two weeks of classes. The
algorithm is 70% accurate. It was recently found that if the
program began using demographic data about the students,
the accuracy would increase. How much would accuracy have
to be to justify using demographic data?

It is determined that the underperformance of [ingroup gen-
der] is due to inequalities in resources available at local
schools. Which computer-based tutor should be used to help
students succeed?

It is determined that the underperformance of [outgroup
gender| is due to inequalities in resources available at lo-
cal schools. Which computer-based tutor should be used to
help students succeed?

Is there any increase in accuracy that would justify using
demographic data in an Al-powered tutoring system?

Is there any increase in accuracy that would justify using
past grades in an Al-powered tutoring system?

Is there any increase in accuracy that would justify using
political affiliations in an Al-powered tutoring system?

Select which types of data an Al-powered tutor can use.

Select which types of data an Al-powered tutor can use.

Likert

Likert

Likert

Likert

Range

Radio

Radio

Yes/no

Yes/no

Yes/no

Checkboxes
Checkboxes
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Fig. 1. Structural equation model of how the items outlined in Table 1 map onto three
factors. Each item loads with at least a weight of .4. F1 denotes a factor related to
levels of information allowed to improve educational models. F2 is a factor measuring
a student’s opinions on group-specific modeling outcomes impacting the data that is
permissible. F3 measures if there is a level of support that justifies the usage of data
in general. The arrows pointing up to each of the survey items represent the item
variances.

if there is any increase in accuracy that justifies the usage of either demographic
data, past grades, or political affiliation information. Considering each of these
items were yes/no questions, we conducted two-tailed Z-tests with a null hy-
pothesis of 0.5 to determine if students significantly agreed that there is or is
not any increase in accuracy that justifies using these data.

To examine RQ3, when students are given a machine learning model that
impacts their own scores, do their opinions change on what types of features can
be justified, we asked students to select which types of features are permitted
then provided a short learning session about a nonsense world to them. That is,
a description of a made-up world that had specific terms for objects in that world
that students could be quizzed on (e.g., birds are now called flutes). Afterward,
we asked the students to select which types of features should still be permitted
with the understanding that they would be graded on their responses to questions
from the short learning session based on the types of features they allow. We
used a chi-squared test on their responses before and after the learning session
to determine if there was a significant change.

Finally, to analyze RQ4, do indiwidual difference measures between students
impact how much data they are willing to give to machine learning algorithms
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meant to better education, we used the Mann—Whitney U test to compare the re-
lationships between the individual difference measures and participant responses
to F2, the intergroup and intragroup responses factor.

4 Results

For the analyses of RQ1, How much do students think that machine learning
systems should be aware of their own information?, we examined Spearman cor-
relations between the items, factors, and responses to the introductory survey. In
agreement with our hypotheses, using the Kruskall-Wallis test, we found three
significant relationships. The first was the relationship between F2 and student
gender (H(1) = 6.39, p = .012), indicating that women were more likely to in-
crease the amount of sensitive information allowable for machine learning models
in members of other groups. The second significant relationship was between F3
and student gender (H (1) = 8.13, p < .001), indicating that women were often
more consistent than men when given scenarios related to a group they were in
and a group they were not a member of. The last significant relationship was
between item ai_added 3 (further described in Table 1) and gender (H(1) =
8.13, p < .001). Thus, there was a relationship between the gender of students
and whether they had unique opinions on information allowed in models based
on group membership. Similarly, there was also a relationship between gender
and a perceived increase in accuracy that justifies using different types of sensi-
tive information in educational machine learning models. We found that women
were more likely to say that there is some level of improvement in educational
models that would allow more sensitive types of information to be used.

Table 2 presents the results of RQ2, Do students believe there are perfor-
mance thresholds in machine learning systems that justify the use of sensitive
features of students? We found that students thought there are improvements in
performance within educational models that do justify the usage of both demo-
graphic and past grades; however, there is not an improvement that justifies the
usage of a student’s political affiliation. This result opposes our hypothesis since
we expected students would not permit demographic information to be used.

Table 2. Results of Z-tests for RQ2. We found each test had significant results with
students agreeing that information about academics and demographics could be used
if there was a sufficient improvement in model performance. Students also agreed that
there is not a case where political affiliation should be used even if it improves model
performance.

Item Z-score  p-value Mean 95% CI
ai_added 1  2.828 0047 625 [0.541, 0.709]
ai added 2 7.424 < .0001 .828 [0.763, 0.893]

ai_added 3  -5.480 < .0005  .258 [0.182, 0.334]
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For RQ3, When students are given a machine learning model that impacts
their own scores, do their opinions change on what types of features can be
justified?, a x? test revealed a significant difference in the answers to the pre LS
item before the learning session and the post LS item after the learning session
(x* = 127.6, p < .001).

For RQ4, Do individual difference measures between students impact how
much data they are willing to give to machine learning algorithms meant to better
education?, we found one significant relationship between F2 and student gender
(x* = 9.79, p = .006). However, we found no significance between gender and the
intergroup and intragroup responses. There were no significant relationships for
the other individual difference measures (EPQ responses, ethnicity, age, etc.).

5 Discussion

We examined students’ perceptions of machine learning systems in education,
with a focus on the ethical considerations of data usage—the ultimate goal of
which is to provide insights into how students view the inclusion of certain
individual differences and sensitive features in educational Al systems.

For RQ1, we found that students do in fact have nuanced views on which
types of information machine learning systems can utilize. We specifically found
three factors that were related to different considerations students make when
determining if information can be utilized. Thus, students are not in consensus
on which data types should be allowed for educational models.

Furthermore, for RQ2, we found that, generally speaking, students did believe
there is some level of model improvement that would justify using features we
expected might be ethically ambiguous. While students overwhelmingly agreed
that using past academic information was permissible, students also had a con-
sensus towards allowing demographic information if the model had sufficient ac-
curacy improvement. This finding opposes our hypothesis, as students feel that
there are cases where more sensitive information can still be used. However, stu-
dents also agreed that there was not a level of improvement that justified using
political affiliation information. We speculate this is due to the fact that it is
not as clear that a student’s political affiliation could be a proxy for educational
outcomes.

When students were asked to consider a machine learning system that directly
impacted their own scores after a brief learning session, a significant proportion
of students revised their opinions on which information is permissible to use
(RQ3). This shift suggests that having a personal stake in the system could lead
students to prioritize personal accuracy over more abstract ethical concerns (e.g.,
a “self-serving bias” [11]).

Finally, through RQ4, we found few individual differences that actually played
a significant role in shaping student data-sharing preferences. Specifically, we
found that student gender was significantly linked to factors measuring student
opinions in two scenarios: when models produce outcomes specific to either their
own group (ingroup) or another group (outgroup) (F2), and when there is a
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certain level of justification supporting the use of data (F3). This shows that
students who identify as women more often allow machine learning algorithms
to use more sensitive information when the algorithm supports those not in their
own group (i.e., students who are not women).

The results point to one overall finding: students have diverse opinions on
which types of information educational machine learning systems should have
access to; however, they agree that specific cases can permit more sensitive infor-
mation to be used. Factor analysis showed that students do not have widespread
agreement on which features should generally be used in educational machine
learning systems. Despite this, RQ2 and RQ3 both illustrate cases in which stu-
dents do agree on certain types of features being permissible in certain situations
or if real-world stakes are on the line. Finally, RQ4 describes that gender might
be correlated to the amount of sensitive information that a student is willing to
provide to educational machine learning systems.

These results suggest novel considerations that should be taken by both ed-
ucators and developers of educational systems. We find that students disagree
systematically on which types of data are permissible. Thus, there is no “right”
solution when taking student perspectives into consideration. Furthermore, it is
important to consider student perspectives on data permissibleness in context,
given that the stakes make a difference in their responses.

5.1 Limitations and Future Work

Given that this study focuses on student perspectives, it is important to acknowl-
edge the limitations due to the student population we used for data collection
and the survey design. The results have some sampling bias since the student
sample we studied consists of only college students in the United States and only
those on Prolific. Thus, our findings might not be generalizable to younger stu-
dents or students in different geographical regions. Also, the nonsense learning
session we devised to ensure novelty might not be as persuasive to students as a
more serious learning topic, where the stakes (and effects) might be even larger.

We situate the paper as a part of a growing movement of treating students as
stakeholders in the design of educational machine learning and AT systems [24,27,
40]. From our study, there is future work to better understand if other individual
differences and demographics (e.g., socioeconomic status or disability) correlate
with types of data that are considered permissible. Furthermore, more research
can be done to understand if other hierarchical groupings of students have unique
opinions on data usage in educational systems. That is, do students in specific
classes, classrooms, schools, or regions have unique data usage opinions?

This study was also focused on asking students questions regarding data
usage within hypothetical educational models. To further empower students in
educational system design, future research can be done on specific, widely used,
educational systems [37]. to provide specific insights to the students who use
those systems. Furthermore, longitudinal studies could be designed to assess if
students’ opinions evolve with their familiarity and experience using different
systems.
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6 Conclusion

In our paper, we explored students’ perceptions of data usage within Al systems
in education. We found that students hold differing views on the types of data
that should be shared in educational AI systems. While there is no consensus
on the data types that can generally be used, students do agree that the context
in which the educational Al systems are applied matters when considering the
types of data that can be shared.

The results describe the importance of balancing the ethical concerns of Al,
involving students and stakeholders, and the practical benefits of Al-powered ed-
ucation. Students’ willingness to permit the usage of sensitive data when there
are significant improvements in educational outcomes underscores the impor-
tance of context when taking student perspectives into account. Furthermore,
our study identified gender as the only factor we observed that was related to
data-sharing perspectives, rather than political affiliation or ethical ideology as
we had expected in the preregistered hypotheses.

The variation in opinions among students suggests that there is no one-size-
fits-all approach to data usage in educational Al systems, and thus, educators
and researchers ought to take context into account when examining the diverse
perspectives of students. Future research should continue to explore how differ-
ing contexts and individual difference measures of students influence opinions
on data permissiveness in educational Al. Through a better understanding of
student perspectives, we can begin to include them in the implementation of ed-
ucational Al systems to support more ethically aligned and socially responsible
technologies that uphold the values of students.

Disclosure of Interests. The authors have no competing interests to declare that
are relevant to the content of this article.
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